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INTRODUCTION 

The Internet’s positive impact on economic growth and social development in 
advanced economies has been fueled by the availability of requisite physical and 
technical infrastructure, and opportunities for individuals to participate relatively 
freely in the creation, dissemination, and consumption of content online. Many 
countries in the Global South lag behind in terms of both access to infrastructure 
and content, with significant implications for economic growth and socio- 
economic, civil, and political rights. 

Recent political developments, including revelations about NSA surveillance 
and the use of Internet blocking and filtering technologies, by both oppressive and 
democratic regimes, have given rise to calls for imposing strict limits on govern- 
ment involvement in matters related to the management and functioning of the 
Internet. While it is indeed important to preserve the decentralized governing 
structure of the Internet—which is currently owned and operated primarily by the 
private sector in the Global North, minimizing the risk of political capture and 
spurring innovation'—it is necessary to recognize the critical role of states in 
bridging the “digital divide” (ie. the gap between those who have access to 
computers and the Internet, and those who don’t)” and protecting the freedom 
of expression online in the Global South. 

In this chapter, we assert that access to the Internet and the freedom of expression 
online are vital for greater security and justice in the Global South. While facilitating 
Internet access and securing the freedom of expression online depend upon the 
concerted efforts of both state and non-state actors, we posit that the state is 
important with regard to the facilitation of access and preponderant with regard 
to the protection of the freedom of expression online in the Global South. 

For the purpose of clarity, we address the issues of access and freedom online 
separately in this chapter—they are, however, intimately connected, and can only 
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enhance security and justice when operating in tandem. The first part of this 
chapter provides a discussion of what is meant by the term “Internet access” and 
whether it should be a legal right, demonstrates why it is important for security 
and justice in the Global South, and seeks to delineate the appropriate scope 
of state activity with regard to facilitating access to the Internet. The second part 
of the chapter concerns the freedom of expression online and the discussion is 
structured similarly. 

THE ROLE OF THE STATE IN FACILITATING 

ACCESS TO THE INTERNET IN THE GLOBAL SOUTH 

Why is Access to the Internet Important for 
Security and Justice in the Global South? 

In this chapter, we subscribe to the broad conceptualization of security advanced 
in the 1994 Human Development Report—that of human security, which takes as 
its point of departure the security of the individual rather than the nation state.’ 
This concept encompasses the dimensions of economic, food, health, political, 
environmental, personal and community security.* We contend that access to the 
Internet is a force multiplier for achieving progress on all of these dimensions, and 
as such, is essential for greater human security in the Global South. 

Perhaps the most significant impact of the Internet with regard to human 
security has been its effect on economic growth. There has been a strong correl- 
ation between Internet penetration and economic growth in developed 
economies—a simulation conducted by McKinsey Global Institute in 2011 
found that an increase in Internet maturity similar to that experienced in devel- 
oped countries during the past fifteen years resulted in a real GDP per capita 
increase of USD 500 on average during that same period.” The fact that it took the 
industrial revolution fifty years to achieve the same result® underscores the pivotal 
role of the Internet in the global economy. Importantly, 75 percent of the Inter- 
net’s economic impact arises from traditional industries (ie. companies that 
would exist without the Internet)—an important indicator of how the Internet 
has revolutionized the way we do business in the twenty-first century.” There is 
evidence to suggest that access to the Internet similarly stimulates economic 
growth in developing countries—an oft-cited 2009 study by the World Bank 
found that “the growth benefit that broadband provides for developing countries 
was of similar magnitude as that for developed economies—about a 1.38 percent- 
age point increase for each 10 percent increase in penetration.”® A report by 
Deloitte projects that in developing economies, the increase in economic activity 
resulting from increased Internet penetration could generate USD 2.2 trillion in 
additional GDP, trigger off a 72 percent increase in GDP growth rate, and create 
over 140 million new jobs.’ 

Apart from contributing to economic growth, access to broadband Internet— 
particularly mobile broadband—can provide transformative solutions to a range 
of developmental challenges in the Global South, which have a concrete and direct 
impact on human security. For example, access to broadband can promote 
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financial security on an individual and community level by providing vital market 

information, increasing the speed of trade, and reducing travel expenses, as well as 

enabling access to credit and banking services for those who may otherwise 

remain outside the formal economy and related financial services.’ Access to 
broadband and ICTs can also enhance the provision of education and information 
services through, for example, online courses and learning materials, online 
teacher training, and testing and certification services.'’ Similarly, broadband 
and ICTs can play a vital role in the health sector, where mobile health (m-Health) 
initiatives help connect rural populations to health care workers, disseminate 
information critical to preventing deaths from preventable or treatable illnesses, 
and facilitate medical interventions, as well as aid diagnostic and follow-up ser- 
vices.'* Access to broadband also allows individuals and communities to engage 
more closely with political processes and public institutions, for example through 
e-governance and m-governance initiatives that help citizens to access information 

about public services and even participate in monitoring elections.’* 
In addition to promoting greater human security, access to broadband also has 

important implications for justice, understood here to mean “fairness, and achiev- 
ing a basic level of liberty and opportunity for advancement for all, while reducing 
social and economic inequalities to benefit, in particular, the least advantaged.” 
The majority of people in the Global South, particularly those belonging to 
vulnerable groups, do not enjoy the full benefit of the Internet’s catalytic effect 
on development. In the developing world, only 31 percent of the population is 
online, compared with 77 percent in the developed world.’ The gender gap is also 
more pronounced in the developing world, where 16 percent fewer women than 
men use the Internet, compared with only 2 percent fewer in the developed 
world.'® As demonstrated by the examples above, access to broadband Internet 
and ICTs can play an important role in bridging this “digital divide,” particularly 
by providing vulnerable groups—such as women and the rural poor—with alter- 
natives to the formal institutions and political processes they cannot access. 

What is Meant by “Access to the Internet” and 
Should It Be a Legal Right? 

In his 2011 report to the United Nations Human Rights Council, Special Rappor- 
teur on the Promotion and Protection of the Right to Freedom of Opinion and 
Expression, Frank La Rue, proposes a twofold definition of Internet access as 
(1) access to physical/technical infrastructure; and (2) access to (online) content.!” 
While it could be argued that La Rue conflates the issues of access and content 
regulation in this definition, it is nonetheless useful as it highlights that access to 
the physical and technical infrastructure upon which the Internet runs has limited 
value if online content cannot be produced, distributed or consumed in a reason- 
ably free manner. Since this chapter will address the freedom of expression and 
related rights in the next section, however, we define Internet access more 
narrowly for the purposes of this section to mean “access to the Internet via 
wired or wireless connectivity, provided by a telecom operator or Internet Service 
Provider (ISP).” 
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Few people, if any, would contest that the Internet is increasingly an essential 
tool of modern life. There is disagreement, however, about whether or not access 

to the Internet should therefore be considered a “right.” In 2000, the parliament of 
Estonia passed legislation declaring access to the Internet a human right.'® Other 
countries have gone further, and specified degrees of access to which their citizens 
are entitled. For example, in 2010, the government of Finland became the first in 
the world to make access to broadband Internet a legal right, guaranteeing every 
citizen the right to minimum connectivity of 1Mbps;'? while Spain guaranteed its 
citizens the same speed at a reasonable price beginning in 2011.7° Importantly, no 
developing country has formally recognized a right to Internet access. 

In the above instances, access to the Internet is understood as a positive right to 
a minimum standard of connectivity as set by legislation. However, access can also 
be conceptualized as a negative right, for example, the right not to be disconnected 
from the Internet. This right is illustrated by the 2009 decision of France’s 
Constitutional Council to strike down the controversial Hadopi law—an anti- 
piracy law, which sought to disconnect users from the Internet after “three 
strikes”—ruling that freedom of access to online communications services is a 
legal right.7’ 

Not everyone agrees that access to the Internet should be recognized as a 
right, however. A prominent critic of the “access is a right” school of thought is 
Vint Cerf, Vice President and Chief Internet Evangelist of Google. According 
to Cerf, “technology is an enabler of rights, not a right itself.”*” He asserts that 
human rights concern critical outcomes or social goods that are not confined to 
a particular technology or time.** Cerf concedes that while it is more reason- 
able to claim that Internet access should be a civil right rather than a human 
right—that is, conferred by law and not inherent to the state of being human— 
access to the Internet remains a tool to further well-being, rather than an end 
in itself.** 

Characterizing access to the Internet as a right (ie. a legal entitlement) has 
serious implications for state actors. Recognizing a right typically entails an 
obligation on the part of the state to provide conditions in which citizens can 
(1) claim that right and (2) seek redress if that right is denied or abused. For many 

states in the Global South, the provision of universal access to the Internet, 
including via regulation of the market, is a difficult undertaking, albeit one 
which is likely to become less onerous with technological progress and enlight- 
ened policymaking. Therefore, we propose that in the context of the Global South, 
the focus of states at present should be on ensuring the greatest degree of access 
possible (which may fall short of universal access) while making strong commit- 
ments, through legislation if necessary, against actions that deny full access to the 
Internet, such as blocking and filtering, and censorship. 

Why Should the State Facilitate Access to the 
Internet in the Global South and How? 

Enhancing access to the Internet in the Global South requires the participation of 

many stakeholders, including states, the private sector, and civil society. However, 
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the state (with the exception of the special case of the European Union) is the only 

actor with regulatory power, and an explicit mandate and obligation to act in the 

interests of both national and human security, as well as to ensure enabling 

conditions for the realization of the rights recognized in the Universal Declaration 

of Human Rights (UDHR) and customary international law, and codified in 

treaties such as the International Covenant on Civil and Political Rights 
(ICCPR) and the International Covenant on Economic, Social and Cultural Rights 

(ICESCR). The prerogative and responsibility for promoting security and justice 
therefore lies, first and foremost, with the state. 

Recommendations made by international organizations,”’ the private sector, 
and civil society groups with regard to facilitating access to the Internet in the 
Global South reflect this reality by highlighting the role states must play in 
the development and implementation of sound policies, the creation of appropri- 
ate regulatory frameworks, investment in infrastructure, and the provision of the 
right incentives for other actors (e.g. the private sector) to invest in ICT infra- 
structure, products, and services. In the remainder of this section, we elaborate on 
several measures states can take to better facilitate Internet access in the Global 
South: investing in fibre optic backbones (i.e. high-speed data transmission lines) 
through public-private partnerships, and implementing best practices; modern- 
izing telecom regulation and spectrum policies; protecting network neutrality; 
facilitating the internationalization of software; and ensuring the availability of 
affordable hardware. It is important to note that this section aims to provide a 
sense of what options are available to states seeking to enhance access to the 
Internet in the Global South. The extent to which a given measure will succeed in 
doing so depends on factors unique to each country, such as the availability of the 
necessary financial and human resources, as well as rates of socio-economic 
development and literacy. 

Fibre Optic Backbones 

International and national Internet connectivity is usually facilitated by undersea 
and overland fibre optic cables that are installed, operated, and maintained by 
consortia of state and non-state actors. Even international cable-laying consortia 
must contend with national regulations and policies, such as environmental 
regulations; permits and authorizations for laying fibre and establishing landing 
stations; and right-of-way policies. States, therefore, play a key role in facilitating 
access to the Internet via undersea and overland fibre optic cables. 

It is estimated that most international and intercontinental telecommunication 
and data traffic is carried through submarine cables.”° Unlike in the Global North, 
where government participation is the exception,*” governments in the Global 
South must facilitate cable-laying projects proactively, particularly when the 
private sector does not have a clear business case to act on its own initiative. 
The most famous example of international and government intervention and 
support to establish undersea fibre-based connectivity is the EASSy Cable (Eastern 
Africa Submarine Cable System)—a 10,000 km cable along the East African coast, 
stretching from Sudan to South Africa, with nine coastal landing points and 
connections to at least ten landlocked countries. In this instance, fourteen African 
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telecommunications operators, including some owned by states, came together to 
form a consortium and raised funds from multiple national, regional, internation- 
al, and multilateral institutions. 

Based on the EASSy Cable case-study and the ROGUCCI Report”® the follow- 
ing recommendations can be made with regard to facilitating access in the Global 
South via undersea fibre optic cables: (1) states should help undersea cable 
consortia to raise funds from financiers, and implement policies and procedures 
for the timely approval, installation and repair of undersea cables; and (2) states 
should work with the private sector to establish best practices for inter-agency 
coordination with regard to undersea communications cables to ensure consistent 
policies and practices. 

Investment from governments in the Global South is critical even in the case of 
terrestrial cables.°” The Broadband Strategies Toolkit published by the World 
Bank contains several recommendations which are relevant for facilitating access 
via overland cables, including establishing open-access wholesale networks 
(whereby multiple Telecommunications Service Providers (TSPs) and Internet 
Service Providers can share common cable infrastructure); encouraging private 
sector investment; promoting, improving, and expanding public-private partner- 

ships; and subsidizing local, regional, or national ventures.°° 

Telecom Regulation and Spectrum Policies 

The liberalization of the telecommunications sector and the evidence-based, 
consultative regulation of private sector actors has played an important role in 
increasing the penetration of wired and wireless voice services across the world 
since the 1990s.*' Proper regulation is essential for increasing access to the 
Internet. Ideally, regulators should be autonomous and independent so that 
regulation can happen without undue interference from the state. In some juris- 
dictions, such as India, there is a tripartite separation of powers to ensure the 
balance of regulatory power and prevent capture by industry: a policy development 
body, usually associated with the executive; a policy implementation body, which is 
the telecom regulator; and a special court or adjudicative mechanism where the 
decisions of the regulator can be appealed, such as the Telecom Disputes Settle- 
ment and Appellate Tribunal (TDSAT) in India and the Telecom Appeals Tribunal 
in Kenya. 

A key difference between Internet adoption in the Global North and South is 
the leapfrogging to wireless technologies skipping wired alternatives. Consequently, 
smart allocation of the most important resource in this regard—electromagnetic 
spectrum—is particularly important. Since the 1990s, the privatization of spec- 
trum has been considered the best way to advance wireless telephony and access to 

the Internet, based on the notion that well-defined property rights were the best 

way to prevent a “tragedy of the commons.” Today, thanks to the massive success 
of Wifi, and technical advancements such as cognitive radio, other models of 

spectrum allocations, such as shared spectrum, unlicensed spectrum, and light 

licensed spectrum are gaining acceptance. The key to states getting spectrum 

policy right is to avoid thinking of spectrum as a national asset, to be sold to the 
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highest bidder to generate revenues. Rather, spectrum should be thought of as public 

property, and a means to ubiquitous, affordable, and high-quality Internet connect- 

ivity. The most radical example of this new model is from Mexico, which has 

amended its constitution to take advantage of the spectrum released as part of the 
“digital dividend” (spectrum released when a nation shifts from analog television to 
the more efficient digital television technology). This spectrum has been used to build 
a shared last-mile 4G LTE infrastructure that will be used by all telecom operators 
based on the principles of open access.** This approach to spectrum runs counter to 
the conventional wisdom of auctioning spectrum to the highest bidder and assuming 
that the market will deliver optimal results. Shared spectrum has several advantages 
over exclusive spectrum allocation because it reduces the cost of spectrum for TSPs 
(and consequently consumers), and allows for more efficient utilization of spectrum, 
as unutilized spectrum is made available to TSPs that require more spectrum. 

Universal Service Obligation Funds (USOFs) have been promoted as another 
means for generating resources to expand access to remote geographic regions that 

have been failed by the market. However, it was estimated in 2010 that USD 8 
billion remained underutilized in USOFs worldwide,*? which should have gone into 
enhancing Internet penetration. Even the World Bank, which championed USOFs 
in the 1990s, had reversed its position by 2011.°** This has led to telecom policy 
experts such as Rohan Samarajiva dubbing USOFs “a tax on the poor,”—since the 
bulk of TSP revenues come from the bottom of the pyramid and calling for the 
dismantling of such funds.*° The primary challenge appears to be that USOFs often 
only allow existing ISPs and TSPs to apply for funding—these players are usually 
busy competing for existing markets and are not motivated to extend the geograph- 
ic scope of their service by the financial incentive provided. 

Therefore, to better facilitate access to the Internet in the Global South, states 
could undertake the following measures: 

e establish and protect the independence and autonomy of telecom regulators 
against state or market capture; 

e ensure that telecom policies are developed in an open and participatory 
manner; enforce telecom policies more consistently; and 

e update telecom policies to promote a diversity of spectrum allocation prac- 
tices, such as exclusive property rights, shared spectrum, and light-licensed/ 
unlicensed spectrum. 

Where USOFs have been established and are underutilized, policies should be 
amended so that the funds can be used to deploy shared backhaul infrastructure 
such as dark or lit fiber backbones using TSPs or any other interested party such as 
community and civil society organizations. Where USOFs are poorly utilized*° 
and mismanaged they must be dismantled. 

Network Neutrality 

The complex notion of network neutrality can be oversimplified to the equal 
treatment of all bits on the dumb pipes of the Internet, meaning that an 
operator's network is simply used to transfer bits between end-user devices in a 
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non-discriminatory manner. This is no longer strictly true, since data traffic 
management in response to congestion as well as the actions of bad actors such 
as cybercriminals and spammers has resulted in ISPs and TSPs building highly 
intelligent networks that can discriminate between bits. As Vishal Misra puts it, 
net neutrality exists when we can define the internet as “a platform where ISPs 
provide no competitive advantage to specific apps or services, either through 
pricing or Q[uality] o[f] S[ervice].”3” 

There is no universally accepted definition of network neutrality. At least a 
dozen definitions** have been produced by a variety of academics, civil society 
actors, and governments with varying emphases on free speech, competition, 
consumer choice, and technical specifications. Network neutrality is also con- 
toured rather differently based on significant differences in terms of internet 
adoption rates, competitiveness of the telecom/ISP market, and the dominance 
of wired or wireless technologies. The debate over network neutrality in developed 
countries such as the United States has been primarily concerned with wired 
networks, and emphasizes the protection of the freedom of expression and 
competition. Where penetration rates are low and facilitated primarily through 
wireless networks, stakeholders are confronted with the dilemma of whether to 
make trade-offs with regard to the freedom of expression and competition, in 
order to increase access. 

In the early days, the following practices by ISPs were considered violations of 
network neutrality: the provision of specialized services (such as Internet TV); any 
assurances of quality of service; accelerating or throttling certain destinations/ 
protocols; limitations on domestic connections (such as reselling bandwidth or 
home networking or connecting additional devices); running content distribution 
networks;*? and asymmetric connections wherein faster downloads are possible 
and uploads are slower. More recently, the network neutrality debate has con- 
cerned ISP practices such as zero rating (the provision of free data to certain 
destinations to mobile subscribers without a data plan); extra charges for certain 
destinations or protocols; asking Over-The-Top (OTT) providers to pay for 
traffic; and not enforcing bandwidth caps for certain destinations/protocols. 
TSPs and ISPs in markets with limited internet adoption argue that practices 
such as zero-rating provide limited access to those who would otherwise have no 
access, and help establish a “data habit,” with users slowly migrating to accessing 
the whole Internet. 

Government responses have included statutory sector-specific regulations 
such as common carrier rules whereby the Internet is treated like a utility; or a 
regime of exceptions that legitimizing specialized services (such as guaranteed 
quality of service for services like telemedicine); using regulation such competition 
law or consumer law to mitigate the harms caused by network neutrality viola- 
tions; and co-regulation (where the government also enforces industry norms that 
are developed through self-regulatory efforts). Some countries in the Global South 
have led with statutes and regulation—for example, Brazil’s Marco Civil*® says 
“preservation and guarantee of network neutrality” and the Chilean Congress 
amended the General Telecommunications Law in 2010*" to introduce language 
stipulating that ISPs cannot “block, interfere with, discriminate, hinder, nor 
restrict” their users in any way. In contrast, only one developed country, the 

Netherlands, has such strong statutory provisions.” 
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The policy lever among the ones listed above that speaks directly to market 

power is competition. Two competition law perspectives become relevant to the 

network neutrality debate: 

1. Essential Market Facility, which mandates the owner of an essential facility to 

provide it at a reasonable price. Going back to Misra’s definition, this implies 

that the ISPs ought not to exercise their gatekeeping power over the Internet. 
Quality of service should be offered by ISPs on fair, reasonable and non- 
discriminatory terms to all if the objective of net neutrality is to be achieved. 

2. Predatory pricing, where a dominant player sets the prices of a commodity so 
low that all competitors are deterred from entering the market, giving the 
dominant player significant exploitative market power.“* As seen in the Me- 
troPCS case,”* if zero rating is carried out by a dominant player, it can amount to 
predatory pricing. However, as in the case of Australia, zero rating can actually 
thrive as long as there are protections in place for healthy competition. The 
crucial factor to be kept in mind is to avoid monopoly power by any single ISP. 

Language Technologies and Content 

Languages other than English require specific technologies and infrastructure so 
that users can enjoy the full benefit of the Internet. These requirements include 
proper Unicode encoding standards, input methods, fonts, dictionaries, thesauri, 
spelling and grammar checks, machine translation, text-to-voice (TTS), voice-to- 
text, optical character recognition (OCR), and internationalized domain names. 
In populous countries and regions with markets that are well developed and 
homogeneous (e.g. Mandarin Chinese and Arabic speaking markets), language 
infrastructures tend to be better developed because there are financial incentives 
to entice proprietary software companies, as well as critical mass in the commu- 
nities that build Free/Open Source Software (FOSS). In the case of some lan- 

guages, like Vietnamese and Bahasa, the cost of language enablement has been 
reduced significantly by officially adopting a Roman script, which eliminates the 
need for language specific Unicode, input methods, fonts, and optical character 
recognition. However, many people living in countries such as India with its 780 
languages, or on the African continent with its 3,000 indigenous languages with 
non-Roman scripts, have almost none of the requisite language infrastructure to 
take full advantage of what the Internet has to offer. Fully enabling a single 
language on the Internet requires a significant financial investment and sufficient 
people with the skills to work on specialized pieces of technology like web-ready 
and print-ready fonts. It is unlikely that the private sector will make any signifi- 
cant progress in this regard without significant investment by governments 
because the markets are small and lack buying power. 

It is not just technical infrastructure that non-English-speaking Internet users 
require. Useful content is critical to the growth of the Internet. However, online 
content in languages other than English is in comparatively short supply. For 
example, the English Wikipedia has 5.2 million articles in contrast to the Lao 
Wikipedia, which has only around 1,600 pages, even though there are approxi- 
mately 20 million Lao speakers worldwide.*® According to a 2008 UNESCO 
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report on the linguistic diversity of the Internet, 50.82 percent of the World Wide 
Web was in English, with only 7.49 percent in Chinese.‘” Furthermore, while 
English and some other colonial languages like French, German, Portuguese, and 
Spanish have a long tradition of the textual preservation of knowledge, as well as 
vibrant contemporary movements such as open access, open educational re- 
sources, and creative commons, most people in Asia and Africa speak languages 
where there is scarcity of text, only an oral tradition, or only the beginnings of free 
knowledge movements. 

Unfortunately, generating content is even more expensive than developing 
technological infrastructure. States in the Global South, unlike their Northern 
counterparts, have to invest anywhere between USD 10 and 30 million per language 
to ensure that critical technologies and infrastructure are available, ideally under an 
open license.** To support the development of language technologies, states should 
focus on providing commissioned work, grants and prizes for small and medium 
businesses, academic organizations, informal communities and individuals, rather 
than providing large grants to government institutions that are responsible for 
language development and preservation, as such institutions are often less innova- 
tive, efficient, and effective. Furthermore, working with diverse actors is important 
because enabling a single language entails many different tasks. For example, while 
it is possible for an individual typeface designer to produce a new font after some 
training, or an individual language expert to programme an OCR or TTS engine, 
the development of a large digital corpus to enable machine translation may require 
cooperation between a large number of large and small actors. 

Hardware 

The affordability and suitability of hardware are important factors that determine 
how quickly Internet penetration grows within a country. Several high-profile 
projects have attempted to increase access to the Internet in emerging markets by 
lowering the cost of hardware. Examples include the Simputer,*? One Laptop Per 
Child (also known as the 100 Dollar Laptop)*° and the Aakash tablet.°! There 
have also been interesting experiments like Mesh Potato from Village Telco** 
which uses mesh technology (decentralized networks without a central server) to 
enable local calls and data exchange. Similar projects like Commotion Wireless 
from the Open Technology Institute’* accomplish the same using generic hard- 
ware. In Indonesia, pioneers like Ono Purbo have created long distance WiFi 
antennae using woks™ and metal tins.”” 

There are a variety of ways in which governments try to reduce the cost of 
hardware outside the remit of intellectual property rights (IPR),°° such as includ- 
ing hardware in welfare or subsidy programs; dismantling licensing requirements 
for manufacturing, purchase, and usage; and providing preferential market access 
that promotes indigenous manufacturing. States in the Global South should not 
adopt the subsidy approach to provide hardware to the economically disadvan- 
taged, as this distorts the functioning of the market and because it is difficult to 
accurately target subsidies. Preferential market access also does not work in 
markets where the local industry is not sufficiently mature, and can be counter- 
productive as citizens are prevented from accessing world-class technologies. States in 
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the Global South with large indigenous markets should instead adopt stable, simple 

and business-friendly policies and regulatory frameworks and focus on building 

infrastructure that encourages manufacturers to shift their factories closer to their 

target markets. Additionally, states must support and incentivize research and devel- 

opment concerning hardware technologies. Such support can take the form of 

investments in grassroots activities, such as makerspaces, incubators, and maker 

fairs, coupled with large and small-scale investments or grants for private sector, 
non-profit, and academic actors who develop and produce hardware innovations. 

Unless policies are carefully calibrated, large global firms might try to dump 
defective or inappropriate hardware on countries with vulnerable economies. This 
is seen from Apple’s attempts to sell second-hand phones in India, a move which 
the Indian government has disallowed to prevent dumping of hazardous 
e-waste.°” Another example of this is the devaluation of the yuan by the Chinese 
government, which would make Chinese goods cheaper abroad. 

* + 

In this section, we have provided a definition of access as “access to the Internet 
via wired or wireless connectivity, provided by a telecom operator or Internet 
Service Provider (ISP),” and argued that access to the Internet is essential for 

enhancing (human) security and justice in the Global South, where the benefits of 
connectivity still elude most people. In support of this assertion, we have provided 
examples of how access to broadband Internet, particularly mobile broadband, 
can promote economic growth and financial inclusion, as well as enhance the 
provision of healthcare and education in developing countries. We have suggested 
that states in the Global South should play a key role in facilitating access to the 
Internet, as the only actors with regulatory power and an explicit mandate to act 
in the interests of security and justice. 

The latter part of this section has focused on the realities of access to the 
Internet in the Global South and provided recommendations regarding what 
states should do to better facilitate access. Key recommendations included: 

e engaging the private sector via incentives, subsidies and partnerships in 
efforts to provide access through undersea and overland fibre optic cables; 

e treating spectrum as public property rather than a commodity, and embra- 
cing newer models of spectrum allocation; 

e assessing the effectiveness of USOFs and dismantling ones that are ineffective; 

e re-assessing network neutrality in light of the development and economic 
imperatives of Global South countries; 

e providing incentives for developing language technologies and creating content 
in local languages, and focusing on involving multiple stakeholders in such efforts; 

e and providing access to affordable, high-quality hardware through stable, 
simple, and business-friendly policies that encourage manufacturers to enter 
Global South markets. 

While the state plays an important role in creating the necessary regulatory 
frameworks and providing other actors with incentives to invest in facilitating 
access to the Internet, it must often rely heavily on the expertise and fiscal 
resources of the private sector to accomplish access-related goals. 
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THE ROLE OF THE STATE IN PROTECTING 

THE FREEDOM OF EXPRESSION ONLINE 

IN THE GLOBAL SOUTH 

What is Meant by the “Freedom of Expression Online”? 

Freedom of expression is enshrined in Article 19 of the Universal Declaration of 
Human Rights (UDHR) and codified in the International Covenant on Civil and 
Political Rights (ICCPR), as well as regional conventions and charters.** The 
UDHR holds that “everyone has the right to freedom of opinion and expression; ~ 
this right includes freedom to hold opinions without interference and to seek, 
receive and impart information and ideas through any media and regardless of 
frontiers” [emphasis added],”’ while the ICCPR holds that “everyone shall have the 
right to freedom of expression; this right shall include freedom to seek, receive and 
impart information and ideas of all kinds, regardless of frontiers, either orally, in 
writing or in print, in the form of art, orthrough any other media of his choice” 
[emphasis added].°° The UN Special Rapporteur, Frank La Rue, has highlighted 
that these definitions and frameworks are applicable to actions that take place online: 

[The UDHR] and the Covenant [were] drafted with foresight to include and to 

accommodate future technological developments through which individuals can 
exercise their right to freedom of expression. Hence, the framework of international 
human rights law remains relevant today and equally applicable to new communica- 
tion technologies such as the Internet. 

There is no substantial disagreement on the definition of the freedom of expres- 
sion or its status as a legal right. It is also clear that the freedom of expression is not 
a non-derogable right, and may therefore be limited subject to safeguards indi- 
cated, for example, in Article 19(3) of the ICCPR, which holds that: 

(3) The exercise of the rights provided for in paragraph 2 of this article carries with it 
special duties and responsibilities. It may therefore be subject to certain restrictions, 
but these shall only be such as are provided by law and are necessary: 

(a) For respect of the rights or reputations of others; 
(b) For the protection of national security or of public order (ordre public), or of public 

health or morals. [emphasis added] 

However, as evidenced by Article 19(3) quoted above, there is less clarity as to 
precisely when and how the freedom of expression can be legitimately circum- 
scribed. For example, there is no definitive statement of what constitutes a threat 
to national security or public health or morals. Significant attempts have been 
made by civil society groups to articulate more clearly the specific conditions 
under which derogation is permissible. The Siracusa Principles on the Limitation 
and Derogation Provisions in the International Covenant on Civil and Political 
Rights (“Siracusa Principles”),°* and the Johannesburg Principles on National 
Security, Freedom of Expression and Access to Information (“Johannesburg 
Principles”)® are noteworthy in this regard. The former in its first part elaborates 
useful principles to be applied when interpreting the limitation clauses contained 
in Article 19(3), while the latter attempts to provide a more concrete definition of 

“national security,” and more meaningful guidance in limiting its scope. 
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Despite being articulated in the UDHR and conferred by the ICCPR, as well as 

regional conventions and charters, the right to free expression is far from secure in 

many countries and regions around the world. In its December 2014 report, 

Freedom House stated that Internet freedom around the world was in decline 

for the fourth consecutive year, noting a new trend in which governments adopt a 

“behind-the-scenes” approach to controlling the Internet by adopting “new laws 

that legitimize existing repression and effectively criminalize online dissent.”©° 
The report also reveals strong regional disparities in Internet freedom—the region 
comprising Australia, Canada, the EU, Iceland and the US ranks highest with 

regard to levels of Internet freedom, with all ten examined countries obtaining 
scores which place them in the “free” category; while the Middle East and North 
Africa region ranks lowest with all eleven examined countries placed in the “partly 
free” or “not free” categories.°° While the basic tenets of the freedom of expression 
(both offline and online) are well established in international law, the fact remains 

that in practice, the freedom of expression online varies considerably between 
different parts of the world. 

Why is the Freedom of Expression Online Important 
for Security and Justice in the Global South? 

Freedom of expression not only has value as a right in itself, but is also an 
important means by which a range of social, economic, civil, and political rights 
are realized. UN Special Rapporteur Frank La Rue has underscored this point by 
describing the freedom of expression as an “enabler of other rights,”°” while 
former US Secretary of State Hillary Clinton, in a now famous speech on 
Internet freedom, identified the freedom of expression as first among the basic 
freedoms that allow the Internet to function as “a network that magnifies the 
power and potential of all others.”°* In an age where power is increasingly defined 
by access to information and the ability to control it,°’ the freedom of expression 
online—the ability to seek and impart information, as well as engage others in 
an exchange of ideas irrespective of physical boundaries—is at the heart of a just 
and secure society. 

Recent events in the Global South have demonstrated how the freedom of 
expression online can be a vehicle for realizing other rights, while its suppression 
can undermine multiple rights and freedoms. The Arab Spring—during which 
protesters used social media to exercise their right to the freedom of expression, 
and consequently, the political freedoms of association and assembly—is a clear 
example of the former phenomenon; while examples of the latter can be found in 
the widespread intimidation and persecution of online journalists and bloggers in 
many parts of the world,” which has resulted in the violation of a range of civil 
and political rights. 

As elaborated in the first main part of this chapter, we advocate a broad 
conceptualization of security as human security, which prioritizes the well-being 
of individuals and communities rather than focusing solely or even primarily on 
the nation state. However, a focus on national security tends to dominate discus- 
sion about the freedom of expression online, particularly in the Global South. The 
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invocation of national security as a justification for limiting the freedom of 
expression is exceptionally dangerous, as “a government’s claim of a [national] 
security threat can deal a knock-out blow to the main institutional safeguards 
against government abuse: independence of the courts, due process, freedom of 
the press and open government,”’! with serious implications for the protection of 
human rights, and by extension, human security. 

The Internet has also demonstrated its potential to be a force for justice, by 
allowing individuals and communities, including those that have been disem- 
powered historically, to participate in national, regional, and even global conver- 
sations about issues, events, and processes that affect their lives. Many of these 
conversations have taken place via social media, and although only a few have had 
a measurable or tangible impact in the offline world, they have nonetheless 
engaged individuals on critical issues far more intensely than many established 
governance processes. A good example of this kind of participation is the Save The 
Internet movement for upholding net neutrality in India in 2015.”” Such engage- 
ment, which contributes to an informed citizenry, is of tremendous value to 
democratic societies and must be sustained. 

Resolving the tensions between free expression and other imperatives such as 
national security and the protection of intellectual property is therefore essential 
for greater (human) security and justice in all societies, especially those in the 
Global South where institutional safeguards against government abuse are often 
less entrenched, socio-economic inequities are more prevalent, and opportunities 
for uninhibited engagement on controversial issues are fewer. 

Why Should the State Protect the Freedom of Expression 
Online in the Global South and How? 

There are several reasons why nation states must take a preponderant role with 
regard to protecting the freedom of expression online. Firstly, as explained in the first 
part of the chapter, states are the only actors with an explicit mandate and obligation 
to act in the interests of both national and human security, as well as to ensure 
enabling conditions for the realization of the rights recognized in the UDHR, ICCPR, 
and ICESCR. Secondly, as recognized by the government of the Netherlands, “via the 
physical infrastructure on which it runs, the Internet is still intimately connected to 
the physical world, and as such to the territories of sovereign nation states,””* and 
consequently, national or regional regulatory frameworks and legislation. Cavelty 
and Brunner (2007) reiterate this point, writing that “computer networks and the 
communications they carry are produced by people, and people live in physical 
space, under the rule of law.””* Thirdly, political power in the information age lies 
with the entity able to exert the most control over information, and as observed by 
Cavelty, “even though the information revolution has put ICT in the hands of non- 
state actors, it is still the state that has the information advantage most of the 
time”’>—states therefore have a vested interest in information flows online. This 
claim is borne out by the fact that states are the primary source of threats to the 
freedom of expression online, although there is considerable variation between 
countries and regions in terms of the content that is targeted and the methods used.’° 
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For the reasons outlined above, the remainder of this section will focus on the 

role of state actors in protecting the freedom of expression online with the caveat 

that many of these actions affect or involve non-state actors, including the private 

sector and civil society. In particular, we address issues pertaining to the principle 

of equivalence and reasonable restrictions, regulatory forbearance and good 

speech, privacy and surveillance, intellectual property, and intermediary liability. 

The Principle of Equivalence and Reasonable Restrictions 

As discussed above, international declarations and treaties do not treat the 
freedom of expression online as substantially different from the freedom of 
expression offline. Ideally, states should adhere to this principle of equivalence, 
and refrain from enacting new laws that impose restrictions specifically on online 
speech. However, there are instances in which such laws are necessary and 
permissible—when they concern illegal actions that are unique to the online 
environment, such as spam, phishing, or child pornography, or attempt to address 
qualities unique to speech online, such as the rapid and widespread dissemination 
of speech online, as well as the persistence of this speech over time. A recent social 
media-related defamation case in India provides an example of how the persist- 
ence of online speech over time may merit special consideration. In 2013, the 
New Delhi High Court made a distinction between online and offline speech by 
adopting the Single Publication Rule and rejecting the Multiple Publication Rule 
for libel on the Internet.’” The court essentially held that the Multiple Publication 
Rule would constitute a disproportionate interference with the freedom of the 
press, since an aggrieved party could file suit every time a web page containing the 
offending material was accessed.’* Additionally, a few countries like Malaysia” 
and South Africa®® have recognized that speech on multicast media has less 
potential to cause harm than speech on broadcast media, since speech online is 
not necessarily public—it could be semi-public or private—and therefore these 
countries regulate speech on the Internet more lightly than speech on broadcast 
media. For example, a comment on a private Facebook group is less likely to cause 
harm than an article in a national print newspaper. 

Unfortunately, the history of colonial rule*’ and the proliferation of authori- 
tarian governments in many parts of the Global South has resulted in a tendency 
to over-regulate speech. The advent of the Internet has caused many governments 
in the Global South to become anxious about how citizens could use this 
medium, and to enact draconian laws such as Myanmar’s Electronic Transactions 
Law,” Zimbabwe's Public Order and Security Act,8° and Thailand’s lése-majesté 
law,** which has been used to crack down on both ordinary citizens and 
web intermediaries. These laws violate the principle of equivalence and place 
additional, unconstitutional limits on the freedom of expression. Protecting the 
freedom of expression both offline and online therefore requires repealing obsolete 
national laws and amending national laws that exceed the restrictions permitted 
by international law. Defamation laws, such as those of India,*° that prescribe 
imprisonment for the offence of causing reputational harm also undermine 
the freedom of expression, and states should move to decriminalize defamation. 
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Developed countries are leading on this front, along with a few developing countries 
in Latin America, but most countries in the developing world are yet to follow suit.°° 

Transparency with regard to what content is censored and why is an important 
aspect of efforts to protect the freedom of speech online. In certain circumstances, 
for example with regard to child pornography, such transparency may be limited 
to aggregate information. In general, however, states should strive to provide as 
much detail as possible regarding censorship procedures and options for recourse 
if such procedures are abused. For example, when a website is blocked in Saudi 
Arabia, a web page loads with a hyperlink to appeal the Communications and 
Information Technology Commission against the block.*” In contrast, even some 
democratic countries in the Global South such as India and Indonesia do not have 
transparent censorship procedures. While the private sector has, through self- 
regulatory initiatives like the Global Network Initiative,®® started to produce 
rudimentary transparency reports, this issue should not be left to the discretion 
of private actors—the transparency of censorship procedures should be a require- 
ment under law. This is particularly important to protect against censorship that 
seeks to curb civil and political rights, and private censorship, which lacks 
transparency and does not provide an opportunity for judicial review. Examples 
include Twitter’s censorship of the hash tag “#thingsdarkiessay,”®? which origin- 
ated in South Africa, based on complaints received primarily from clients in the 
US; Facebook’s mass blocking of accounts belonging to a community of people 
whose surnames sounded similar to a Hindi swear word;° and censorship as a 
result of overzealous intellectual property enforcement measures such as ex parte 
John Doe orders’ (orders issued by courts against unnamed persons, which can 
then be enforced broadly without the opportunity for contestation) issued in India 
against file-sharing or streaming websites. 

A country that has an exemplary record of internet freedoms in this sense is 
Iceland.** With high accessibility, very little censorship, content blocking, and no 
key Internet controls, Iceland commands the status of being a safe haven for free 
speech, and an international leader for the same. All these are hugely encouraging 
signs, and provide a good model for how states can contribute towards the 
blossoming of freedom of expression online. 

Regulatory Forbearance and Good Speech 

Government efforts to regulate speech online, even if well-intentioned, can often 
be ineffective or counter-productive. A classic example of this is the Streisand 
Effect, which refers to how efforts to suppress online content can result in that 
content being spread more quickly and widely due to heightened public interest in 
the content.”* Another negative consequence of disproportionately censoring 
speech online is that Internet users attempt to circumvent censorship measures 

using anonymization and other privacy protection technologies, which actually 

makes regulation, surveillance, and law enforcement even more difficult. Thirdly, 

similar to the manner in which the prohibition of alcohol made obtaining and 

consuming alcohol more dangerous, excessively stringent obscenity laws and 

related censorship can result in individuals trying to obtain such material by 

frequenting dark and dangerous corners of the Internet where they encounter 
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even more harmful and illegal content and activities. Finally, attempts by govern- 

ments to censor content without legitimate reasons for doing so can also spark 

civil unrest, a phenomenon seen in the case of Nepal, where shutting down of 

communications systems sparked off strife which resulted in King Gyanendra’s 

regime being toppled.”* 
Censorship in the Global North tends to be targeted except in the case of 

copyright enforcement. In contrast, “overblocking” is common inthe Global 

South. Bangladesh, Pakistan, India, Uzbekistan, and China have blocked entire 
websites even when not all content on those websites could be deemed illegal. 
There are several reasons for overblocking by governments in the Global South, 
including fears that communal or ethnic violence could be precipitated by pro- 
vocative speech online, limited knowledge within the executive and judiciary 
about how to censor information in a targeted and legitimate fashion, and a 
lack of expertise and necessary software amongst ISPs. The prevalence of over- 
blocking is evident in countries like Myanmar,”’ where the average netizen is 
aware of tools to circumvent blocking. 

A preferable alternative to censoring content that is undesirable or offensive, 
but not illegal, is encouraging the production and dissemination of counter- 
narratives—“counter-speech” or “good speech.” Thus far, only civil society 
organizations” have called for this in a systematic fashion. When states have 
produced counter-speech it has usually taken the form of state propaganda”® or 
assurances by the local police via SMS regarding the law and order situation.” 
However, it is time for states—especially those in the Global South where there is a 
greater incidence of political volatility and social unrest, and where citizens often 
lack access to independent news sources—to consider producing counter- 
narratives or “good speech” in a systematic and democratic fashion.'”° 

Privacy Laws, Surveillance, and the Freedom of Expression 

Specific laws are undoubtedly necessary to protect the right to privacy in con- 
temporary information societies. However, badly configured privacy laws can 
have a “chilling effect” on speech—thereby undermining the freedom of 
expression—by encouraging self-censorship, discouraging criticism of powerful 
entities, undoing the successes of the transparency movement (also known as the 
right to information or freedom of information or access to information move- 
ment), and blowing the cover of anonymous media sources and whistle-blowers, 
who often play an important role in uncovering government or corporate abuses. 

Another problematic category of laws relates to the mandatory licensing 
of Internet publishers, through “Know Your Customer” (KYC) or “Real ID” 
mandates, which can extinguish anonymous and pseudonymous speech online. 
Anonymous and pseudonymous speech is particularly important for protecting 
the rights of different categories of vulnerable persons, including women, sexual 
minorities, and human rights activists in both democratic and authoritarian 
states. In many Global South countries (particularly several in Africa) the national 
security imperative has been used to require KYC for mobile subscribers!°! and 
broadband users, as well as those who access the Internet through cybercafés,!? 
Some countries like China’®’ even require that national IDs be used on social 



Freedom of Expression Online in the Global South 369 

media platforms and other web sites that are used to publish user-generated 
content. Data retention policies that require TSPs, ISPs, and OTT service pro- 

viders to store personal data for extended periods of time can also contribute to 
the death of anonymous and pseudonymous speech online, with or without KYC 
mandates, since this allows more precise attribution of speech to individuals. 

Ideally, states should enact laws that uphold the right to anonymous and 
pseudonymous speech. Such laws could also serve the purpose of preventing 
large corporations like Facebook from retroactively forcing Real ID mandates 
upon its users. Legitimate national security concerns related to anonymous speech 

can be addressed effectively through innovations such as identity brokers in a 
federated identity management system, where users who wish to remain anonym- 
ous can choose between competing brokers who will help them identify and 
authenticate against different online services without divulging any personal 
information. The identity broker therefore has a financial incentive to protect 
the privacy of individuals, while retaining a partial information trail that can be 
combined with the logs of the service provider for addressing unlawful activities. 

While not specific to the Global South, the NSA revelations, which began in 
June 2013, highlight how the issues of privacy, the freedom of expression and 
government-mandated surveillance for national security purposes are intimately 
connected. As discussed above with regard to the freedom of expression, the right 
to privacy is also enshrined in international legal instruments, and cannot be 
circumscribed arbitrarily. Blanket surveillance without probable cause or proper 
legal authorization is, therefore, illegal. Helpful guidelines for ensuring that state- 
mandated surveillance for the purpose of national security is legitimate may be 
found in the Johannesburg Principles,'°* the 2011 Report of the UN Special 
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion 
and Expression,’”° and the thirteen “necessary and proportionate” principles 
formulated by global civil society under the leadership of Privacy International, 
Access and the Electronic Frontier Foundation.'°° 

It is important to keep in mind the power question while addressing privacy. 
Privacy and transparency can and do go hand-in-hand, as long as privacy 
protections are inversely proportional to power, and transparency requirements 
are directly proportional to power.'”” 

Intellectual Property Law 

Intellectual Property Law is an umbrella term used to refer to a variety of laws 
relating to copyright, patents, trademarks, industrial designs, and geographic 
indicators, among others. It is a subject on which a clear North-South divide 
exists. Most governments and many civil society organizations in the Global 

North readily recognize politically motivated attempts to suppress access to 

information as censorship, but fail to see how denying access to knowledge 

through IPR maximalism also undermines the freedom to “seek, receive, and 

impart information,” ie. the freedom of expression. 

Poorly configured copyright law interferes with access to knowledge on the 

Internet in several ways, including by preventing circumvention of digital 

rights management or technical prevention measures to exercise user rights;'°° 



370 Sunil Abraham 

preventing reverse engineering—thereby undermining security research and the 

development of competing products;'” limiting innovative business models and 

technologies that depend on copyright flexibilities;"° preventing access by per- 

sons with disabilities;!! preventing access by the education sector;*’? interfering 

with the functioning of libraries and archives;'!’ and retarding the production of 

remixed and derivative works!'* on platforms dependent on user-generated 
content, including translations.''” 

Patents can also interfere with the freedom of expression online by thwarting 
the attempts of the Free/Open Source Software (FOSS) movement to build 
operating systems and applications for computers and mobile devices. The most 
famous example of this is the lack of support for MP3 and popular video formats 
on any Linux operating system. Given that most proprietary software cannot 
guarantee surveillance-free communication, FOSS plays a critical role in protect- 
ing the speech of whistle-blowers, media and human rights activists. However, 
today even FOSS providers like Samsung must pay royalties of USD 3.29 per 
device'!® for Microsoft's patents that have allegedly been implemented by the 
Android operating system. Patents also interfere with the freedom of expression 
by compromising interoperability of hardware and software, via both proprietary 
and open standards, because those wanting to build competing products must 
license these patents. Open standards are particularly critical because they facili- 
tate the consumption of content without the purchase of proprietary software, 
which is unaffordable for most people in the Global South."!” 

Patents also increase the cost of Internet-related hardware and reduce the 
ability of manufacturers to leverage innovations in their products. For example, 
it is estimated that more than 25,000 patents’!® registered in the Global North are 
implemented in a single smartphone. Furthermore, some smartphone models 
available in the Global South, manufactured in Taiwan and China, are packed 
with innovations that are not available in Northern markets, such as pica- 
projectors, multiple SIM cards, receivers for terrestrial television, and solar char- 
gers. This raises the total number of patents relating to a single device significantly, 
with serious implications for the cost of such devices if all royalties were to be paid. 
However, in markets such as India, only approximately 10 percent of these patents 
have been applied for and granted,''? which means manufacturers within that 
jurisdiction need not pay for the approximately 90 percent of patents that have 
been registered or granted. While patent pools'*° for ICT standards have trad- 
itionally reduced litigation risks for manufacturers in some cases such as the MP3 
format, the existence of competing patent pools for the very same standard such as 
LTE has resulted in not reducing litigation risks for manufacturers. As a conse- 
quence, patent wars have started in some developing markets such as India and 
China.'*! This will significantly increase the cost of hardware and also reduce the 
innovativeness of products that consumers can purchase. States in the Global 
South must therefore seriously consider compulsory licenses and patents pools— 
just as they have done for medicines—to ensure access to affordable ICTs. 

The current IPR regime in the Global South has resulted in a situation where 
developing countries have negative balances of payment,'*? and some countries lose 
trillions of dollars every year due to outgoing royalties. This has serious consequences 
for access to knowledge and therefore the freedom of expression. Developing 
countries must therefore adopt explicit policies that promote commons-based peer 
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production alternatives to the traditional IPR system, such as Free/Open Source 
Software,'** Open Standards,'”* Open Content, Open Access,!2° Open Educational 
Resources,'“° and Open Government Data. Open Government Data would ideally 
supplement and not replace Freedom of Information laws. States in the Global 
South, where access to knowledge is sometimes very limited in terms of books, 
scholarly articles, and cultural and artistic works, should amend and enact laws that 
take full advantage of the flexibilities available under international IPR treaties, and 
promote alternatives to the dominant IPR paradigm. 

Intermediary Liability 

Safe harbor regimes are legal provisions that grant immunity to intermediaries!*” 
from liability emerging from third-party content distributed or published via their 
platforms. Robust safe harbor regimes are critical for protecting the freedom of 
expression online. Without the protection provided by such regimes, intermedi- 
aries may become excessively risk-averse and delete legitimate content proactively 
from their platforms, thereby exerting a chilling effect on the freedom of expres- 
sion. The regular deletion of user-generated content on the Internet reduces the 
certainty and predictability of many Internet phenomena such as fan culture, 
remix culture, common-based peer production, and social media, thereby con- 
tributing to their decline. Importantly, the lack of strong legal protections for 
intermediaries makes it easier for state actors to censor content via intermediaries. 
For example, the government of Turkey has introduced legislation that requires 
authorized operators to upgrade their infrastructure to facilitate access blocking 
requests made by the Presidency of Telecommunications and Communication, a 
government body which works under the Information and Communication 
Technologies Authority, with harsh penalties for operators who do not comply.'”8 
Similarly in India, discussions are underway regarding the installation of a 
national web filter and the creation of a “National Media Centre to monitor 
contents of various websites on the Internet on [a] 24 x 7 basis.”!?? 

Countries across the world have adopted different approaches to intermediary 
liability. In some jurisdictions, such as Venezuela,'*° intermediary liability for the 
infringement of copyright, as well as other types of speech related offences (e.g. hate 
speech, or pornography) are addressed by the same legal provision, which results in 
different entities (e.g. corporations or individuals) being treated as comparable. 
Other countries such as India!?! and Brazil'** maintain a distinction between 
copyright-related infringements and other types of infringements in their intermedi- 
ary liability regime, which allows for the quicker provision of relief for individuals. 
Some countries, such as India and Chile,’*? require judicial review of take-down 
notices related to copyright infringements. South Africa’** and South Korea‘? have 
a “notice and take down” regime while Canada'’° has a “notice and notice” 
regime.!°” Many countries in the Global South have failed to provide adequate 
protection for intermediaries by not enacting any laws against intermediary liability, 
while others should consider moving from the “notice and take down” standard to 
the “notice and notice” standard, as this dramatically reduces private censorship. 

States in the Global South should ensure that their intermediary liability 
regimes only deal with liability emerging from third-party content; ensure 
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transparency to reduce censorship by private actors; require notice to all parties 

concerned (the third party responsible for the content on the intermediary's 

platform, as well as potential readers and members of the general public); incorp- 

orate best practices in terms of executive or judicial oversight of the take-down 

process; and prescribe punitive measures against those who abuse the intermedi- 

ary liability regime to target legal content. 

* * 

In this section, we discussed how the freedom of expression online is not sub- 
stantially different from the freedom of expression offline, and should only be 
circumscribed in accordance with the limitations permitted by international 
instruments such as the ICCPR. We also outlined civil society initiatives that 
have attempted to provide greater clarity regarding the appropriate scope of these 
limitations. In the first portion of this segment, we posited that the freedom of 
expression plays an enabling role with regard to a range of other rights, and forms 
part of the bedrock of a truly free and democratic society. As such, it is indis- 
pensable for greater security and justice in the Global South. We also underscored 
that states, particularly several in the Global South, are the primary source of 
threats to the freedom of expression online, and often (illegitimately) invoke 
national security to justify circumscribing this right. For this reason—and the 
fact that, as with the issue of access to the Internet, the state is the only actor with 
actual regulatory power and a clear mandate to act in the interests of its people— 
we asserted that the state should play a preponderant role in protecting the 
freedom of expression online in the Global South. 

The second portion of the section contained a discussion of key issues affecting the 
freedom of expression online in the Global South and proposed what states should 
do (or not do) in this regard. Recommendations concerning state action included: 

e adhering to the principle of equivalence between online and offline speech; 

e ensuring transparency of censorship procedures; 

e producing counter-narratives or “good speech” as an alternative to censorship; 

e configuring privacy laws to avoid a chilling effect on speech online; 

e protecting anonymous and pseudonymous speech online, and using identity 
brokers to address valid security concerns related to such speech; 

e prohibiting blanket surveillance and adhering to existing guidelines regard- 
ing balancing the freedom of expression and national security imperatives; 

e recognizing that poorly configured IP regimes undermine the freedom of 
expression by denying access to information, and modifying such regimes to 
protect the FOSS movement and lower the cost of hardware and software; 

e promoting commons-based, peer-production alternatives to existing IPR 
regimes; 

e and enacting laws to protect intermediaries from liability for third-party 
content, recognizing that failing to do so leaves intermediaries vulnerable to 
co-option in government censorship efforts and causes intermediaries to 
become risk-averse, resulting in the deletion of legitimate content. 

While non-state stakeholders, such as the private sector and civil society, 
have made and continue to make vital contributions to protecting the freedom 
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of expression online, we conclude that state actors retain the ability to exert the 
greatest influence in this regard. 

In the present context, it cannot be denied that platforms are increasingly 
becoming publishers, and are no longer mere intermediaries. Think tanks that are 
credible in the eyes of the government advocate that platforms contribute towards 
radicalization. There is evidence to show that there has been political pressure on 
intermediaries to monitor and prevent perceived threats of terrorism in online 
communities outside legal due process.'** Google, for instance, has developed a 
program which utilizes Google’s advertising algorithms and YouTube to target 
aspiring ISIS recruits, and dissuade them from joining ISIS.!*? Further, intermedi- 
aries must also be subject to algorithmic accountability. Facebook’s experiment in 
2010—where they introduced a graphic containing a link for showing polling 
stations, a button to show that one had voted, and profile pictures of one’s friends 
who had voted—resulted in over 340,000 additional voters casting their votes that 
day.'*° Even in the case of the 2016 US presidential election, it has been suggested 
Facebook helped make a Trump presidency become a reality through algorithms 
which encouraged the spreading of fake news.'*! This is only verifiable if the 
algorithms that intermediaries use are made transparent, as it is these algorithms 
that filter out viewpoints and news pieces different from one’s own—creating an 
“echo chamber,” as it were.'*? 

CONCLUSION 

This chapter has sought to clarify the appropriate scope of state activity with regard 
to the twin challenges of facilitating access to the Internet and protecting the 
freedom of expression online in the Global South. Although discussed separately 
in this chapter, it is important to reiterate that Internet access and the freedom of 
expression online are intimately connected, and have the greatest impact when 
operating in tandem. Despite this close connection, however, the facilitation of 
access and the protection of the freedom of expression online make different 
demands of state actors. With regard to access, states must play an important 
role, but likely cannot succeed in the absence of support and investment from the 
private sector: the state is necessary, but not sufficient. In the case of protecting the 
freedom of expression online, the role of the state is preponderant—no other 
stakeholder wields as much influence over information flows within and between 
countries, which underscores that despite its potential for borderless information 

flows, the Internet is ultimately subject to the jurisdiction of sovereign states. These 
findings suggest that states must learn when to act and when to forbear, as well as 
how to solicit and coordinate the necessary support from other stakeholders, if they 
are to succeed in facilitating access and protecting the freedom of expression online 
in the Global South. Only then will it be possible to develop and implement policies 
and practices that truly enhance the provision of security and justice in the Global 
South, which is home to the majority of the world’s population. 

The recommendations contained in the first two sections of this chapter draw on 
current best practices (for example, with regard to investment in fiber optic 
backbones to facilitate access, and guidance regarding how to reconcile national 

security imperatives and the freedom of expression), but also question conventional 
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wisdom and the status quo where these do not serve the interests of the Global 

South (for example, with regard to USOFs as a means of promoting access, current 

IP regimes, and conceptualizations of network neutrality prevalent in the Global 

North). Ultimately, states in the Global South must work to craft policies that 

respond to the security and justice needs of their respective populations and make 

best use of available resources, while adhering to core, global principles concerning 

the protection of human rights and fundamental freedoms. 
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